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CRA PRINCIPLES

 [...]JIt is therefore necessary to strengthen the Union’s approach to cybersecurity, address cyber
resilience at Union level and improve the functioning of the internal market by laying down a uniform
legal framework for essential cybersecurity requirements for placing products with digital elements on
the Union market.

 This Regulation aims to set the boundary conditions for the development of secure products with digital
elements by ensuring that hardware and software products are placed on the market with fewer
vulnerabilities and that manufacturers take security seriously throughout a product’s lifecycle [...]

« Manufacturers should notify simultaneously via the single reporting platform both the computer
security incident response team (CSIRT) designated as coordinator as well as ENISA of actively
exploited vulnerabilities contained in products with digital elements, as well as severe incidents having
an impact on the security of those products.
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CRA REPORTING AND SRP - ART 14-17

Actively Exploited Vulnerabilities and Severe
Incidents impacting product with digital elements

Official Journal EN

of the European Union L series

2024/2847 20.11.2024

 Report to CSIRT designated as coordinator

REGULATION (EU) 2024/2847 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 23 October 2024

on horizontal cybersecurity requirements for products with digital elements and amending Regulations (EU) No 168/2013 and

 |Information shared with all applicable designated (EU) No 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act)
CSIRTs and ENISA unless specific security requests (Textwith EEA relevance)

a re m a d e Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114 thereof,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the proposal from the European Commission,
After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee (1),

* Possibility to voluntary report vulnerability After consuling the Commitc of e Regions,
- - - Acting in accordance with the ordinary legislative procedure (%),
cyberthreat or incident via SRP

 ENISA to build, operate, and maintain SRP

* x
*
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REPORTING OBLIGATION

14 days (after mitigation) 1 month

AEV e Early notification e Nature of the e Detailed description,
e Member States vulnerability severity and impact
where product is e Initial Assessment e Info on malicious
available e Corrective/mitigating actors
actions e Security
updates/corrective
measures
Incidents e Early notification e Nature of the incident e Detailed
e Whetheris e |nitial Assessment description,
suspected caused e Corrective/mitigating severity and
by malicious act actions impact
e Member States e Type of threat or
where product is root cause
available e Ongoing

mitigation

Actively Exploited Vulnerabilities
Incidents having severe impact on the security of the product with digital elements

* x
*
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BASIC MANDATORY REPORTING FLOW

CRA SRP
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WHO IS MY DESIGNATED CSIRT?

1.

Main establishment: MS where the decisions related to the
cybersecurity of its products with digital elements are predominantly
taken.

Highest number of employees in the Union

Authorised representative acting on behalf of the manufacturer for the
highest number of products

Importer placing on the market the highest number of products
Distributor placing on the market the highest number of products

Highest number of users of products
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CRA SRP - PROJECT TIMELINE

. N UAT / Training
Analysis and Design

o o

February
2026

September
2026

July 2025 October 2025

July 2026

Analysis, Validation of Development Phase 1 Go-Live
requirements Phase 1 11 September 2026

* x
*
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CRA SRP Outreach

e Timeline

 ENISA SRP website — beginning July 2026 (Factsheet, FAQ)
« User guidance for industry — mid-July 2026;

« User manual for industry — September 2026;

* Informative video — September 2026

o Tutorials

* Presentation of the platform — September 2026
* Video for ARs — September 2026

« Update with lessons learnt — mid-December 2026
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Thank you for your attention

+30 28 14 40 9711 info@enisa.europa.eu enisa.europa.eu
ENISA Athens Office Brussels Office
European Union Agency Agamemnonos 14 Rue de la Loi 107

for Cybersecurity Chalandri 15231, Attiki, Greece 1049 Brussels, Belgium


tel:%2B30%2028%2014%2040%209711
mailto:info@enisa.europa.eu
http://www.enisa.europa.eu
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